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Uzfuwwnwuph wpnhwlwunypyniup: bptiph hwdwgwugh (Internet of Things - loT)
uwppbiph JGS wbdwtipny qupgqugndp b npwug Yphpwndwt nippinubiph punguiunudp
hwugbigpti tu Yphpbinwudunwugnigywu unp dwpunwhpwybpubph wnwewgdwup: loT
Eynhwdwywpap phpwiuwdnpnn dwdwuwlwbhg Yhpbinhwpdwynubipp nwpab; Gu
pwadwobinn U pwpn, dhusnbn Ubplunidu Yhpwnynn uwppbiph qqwih dwup Yu'd sniuh
ubipywnnigywd  wuunwugnpjwy  Jefuwuhqdubp, Yuw'd hhdudmd £ YEunpnuwgqud
wdwwihu nwnwdubph ypw. wju wwhwugnid £ downwlwu Yuw, husp wuhpwagnpdbih §
hpwlwu Yhpwnnigjniuubiph dbd Jdwuph nbuwpnud: loT uwppbtiph punpn2 ntiuniputtipnh
uwhdwuwdwynwubpp' hwoynnuiwu hgnpniejw, hhonnniejwt U Eubipghwih uwywndw
wbuwuyniwubphg, L wydbh Gu pwpnuwgund  wuywnwugniwiu - wywunwlywu
dnuintignidubiph Yppwnnuip: Unlw £ hhduwpwp  hwwunegnitu - mbintumynigju
wuwomwwunywu  jupun wwhwuoutiph W loT  wwwpwwwiht  wwwhnydwu
uwhdwuwthwl huwpwynpnigniuutiph dhole 3Gl dwdwuwlwlhg poswihu  loT
wwwdnpdubpp  (ophuwl’  Nordic  nRF9161)  pumbgpnid  BU  wwwpwnwihu
wuywwugnipjwu dnnniubp (ARM CryptoCell-310, TrustZone), uwljwju pwgwlwjnd Gu
npwug wpryniuwdbn oqunugnpddwt hwdwluwpgwd dhpnnubpp’ uwpph Yhpwndw
wdpnnowlwu YEuuwghyh gnpdniubinggywu hwdwp: UpLunyu dwdwuwy, RFC 9783
unwunwpunh (PSA wwnbuwmwynpdwu wnnltu) Jbpoht hpwwwpwyndp uwnbindnd |
huwpwynpnigmt'  uwppbph  Jupquyhbwlh  quwhwndwy  hwdwp, uwuiu npw
Yppwnbihniyeniup uwhdwuwdwly nGunipuubpny uwppbph ypw nbnbu gnpduwlywunwd
hwutnwwnywsd sk dbpnugjw) fuunhputipp (nwdwuu ninnyuwd dbpnnubph W gnpdhpubipnh
dowlydwu wuhpwdbownnipniuu E unyu wunbuwfunuwwu w2fuwwnwuph
wpnhwywunigywu hhduwynpnidp:

Wuwhuny, hptiph hwdwgwugh uwppwynpnudubiph hwdwp  wjuwnbugwd
qunuuwgpdwt  hwdwlwpgbph  dowlydwu  fuunhpu wpnhwywu § pl ghnwlwu
hGuwppppnieniu ubpluwjwgunn fuunhpubiph (NGdwu, U el Yhpwnwlwu Gywuwynisniu
niubignn wywnndwwnwgywd  Juwnwdwpnwd  wywhwuonn  hwdwwpgbiph  twjuwgddwu
wbuwuyniupg:

Whiwwwuph twywwwlu E dowll) dbpnnubip W gnpdhpubip’ hpbiph hwdwguwugh
uwppbph wuunwugnigyutu wwywhnydwu hwdwp: Lagwd Uwywnwyhu hwutbine hwdwp
w2fuwwnwupnd npyb b nwdyb) Gu hbunlyw) fuunhpubipp.

« Uowlyl pptipp  hwdwgwugh  uwppwynpnudubiph  quinunuwywjniuntpwu
quwhwwndwt dwpbdwnhlwlwu dnnk|.

« Uswlyh qunuuwgpdwt pwuwhubph qgbubpwgdwtu, wwhwywudwu L
thnfuwtwydwu wwywhnydwu dbpnnubn.

« Uowlyb ppwlwu dwdwuwynd ppbpp hwdwgwugh  uwppwynpnidubiph
Ywpgwyhwyh b wugunwignipjwu dwywpnwyh quwhwwndwu dbenn:



Ghunwlwu wpnyniupubpp:

« Uowlyyb § qununuwgpdwu hwdwywpgh wpryniuwybunnigjuiu quwhwndwu
dwpbidwwhlwywyu Jdnnb, npu h wnwppbpngginis wnlw (ndndubph’ hunbgpmd &
Fubpquuwwnnudp, hwadwpluwiht ghyibpp W hhgnnngwt uwhdwuwdwynwiubipp:

e Unwownyyb| Gu hptiph hwdwgwugh uwppwynpnudutiph qununuwgpdwu hwdwp
ogquuwaghpdynn pwuwhutiph qbiutipuwgdwu, wwhwywudwu L hnfuwuwldwu dbpnnubn,
npnup, h wwppbpnyeintt wnlw | Mdnwdubph,  s6U wwhwuend  Yaunpnuwgywd
hwdwlwpgbp L hhdudwsd GU wwwpwnwihtu nddwu ypw:

e Unwownpyyby Lt hpbph  hwdwgwugh  uwppwynpnudubph  ypéwlhh L
wudunwugnigywt dwlwpnwyh quwhwwdwu dbpnn, npu b wwppbipngginit wnlw
(mdmdubph’  uwwpnd  F o ouwppwynpdwu Juppwagdsh  hpwlwu  dwdwuwynid
Japmdnipgniu b huwpwynpnieni £ viwhu® unwpbine hbnwhwp douwnhnwpyned:

Uzfuwwnwtuph Yhpwnwlwt tpwuwynipyniup: Upwlhwd nidnidubinp Yhpwnbih Gu
fubjwgh wnubiph, wpnnwpbpnuygywt wywndwnwgdwt, wnnnowwwhniejwu b fubjwgh
pwnuwputiph  Gupwlwnnigywdputipnd:  Uwwpwwnwiht - wpwqgugdwdp  pwuwhubiph
Ywnwywpdwu dbpnnp qqwihnptit Gplwpwgund £ dwpunyngny wotuwwmnn uwppbiph
YGuuntwwynipyniup, husp wunbiuwwbu wpryniuwybn £ ndwp hwuwubih ujpbpnud
wnbnuluwiywsd nghsubiph nbiwpnd: Uawyywsd hwdwagnpdwlgwiht §wpunwpwwbnnigjui
Uppwnnipjwtu dhongny pwuwhubph Yuwnwywpndu wwwhnynd § dwugnwpuwjunieginiu
wnwutywl hwqupwynp uwnpptiph hwdwn:

Uprynitupubph  ubpppnuip: UnbUwfununigjwt  gpswitwlubpnd dowlywd
pwuwhutiph Ywnwywpdwu b vwppbiph Yupquyphtwyh quwhwwdwu hwdwlwpgbipp
utipnpyb| Bu «Up Ph b Luppnu» UMC-nd (RPE Controls LLC)' ubjwgh Yunwdwpynn
(ndnwiubiph wuywnwugnyewt dwywpnuwyh pwpdpwgdwt sywwmwyny: Swnnuwgpdwi
gnhpdpupwgh Yujntunipjwu quwhwwndwy dwebdwwnhluwlwu dnnbip W npw dpwapwjhu
hpwywuwgnwdu  ogquwgnpdynid  Bu lwjwuwnwuh  wqguiht - wnihnbuuhyulwu
hwdwuwpwuh  «Sbntlwwnduwywu  wudnwugnipwu W dpwgpuwiht - wwwhnydwu»
wdphnup nwunuwwu gnpdpupugnid:

Lpwywpwlndubp: Unbuwlununiguu hhduwlwt wprgniupubpp tnywagpywsd Gu
7 ghunwlwu wotuwwnwupubipnd b hbnpuwlwihu hpwynipubph ywounwwunygjwu 1
wpwnuwagpny, npnup pYwplyywsd Gu ubindwaph Yybpend:

Uzfluwwnwiuph Yunniguwépp b Sdwywp: UwnbUwfununiginiup  pwnugwd L

utipwdnieiniuhg, snpu  gjfuhg, bgpwlwgnigyniuhg, ogquwgnpdywd gpulwuntpwu
gwulhg W hwybjwdubphg: Ugfuwwnwuph punhwunip dwjwip Yugqund £ 130 Lo
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Lbpwénipyniu: Lbpwdnigjwu dby hhduwynpywsd b phdwh wpnhwlwunyeniup,
Suwlybpuyywsd G woluwwmwuph twywwnwlubipp, ghnwlwu unpnypubpp W hhduwlwu
npnyrubnpp, npnup ubplwjwgynid Gu wywomwywunywu:

Qnifu 1-nud ubipyuywgynid | winbuwfununigniund Yhpwnywsd nbfuuninghwubiph b
dnuintignidubiph uywpwapnipyniup: dbpindnigniup gnyg £ wgb, np uwwntwhpubiph
dhowdwypp Ywpny updtp £ loT Jbpouwlytinwihu uwppbph ypw opwljwu dnin 820,000
hwpdwynuwutpny U fuwjuwndwu thnpdbiph wwpbywu 84% wény: Usfuwwnwuph wyu
hwnywdnud ubipyuywgyb| § wnlw hGunwgnunyeniuubpnd hhug Yuwplnp pugepnnnid.
pwuwhubph  Ywnwlwpdwtu  hwdwwwphwy'  wywpwnwht wpwgwgdwdp
opowuwlubiph  pwgwlw)nipniup,  pwuwhubph  Yuwnwwpdwt  uwluwagddwu  dby
Lubpghw-wuywnwugnipntt  thnfughonduipht: ny pwywpwp  nwnpnLeginlup,
dwnuwujwuwn (fog-assisted) wuyinwugnipjwu Swnpunwpwubitnnyeniuutinh
uwhdwuwthwl dwuanwpwjunigniup, loT  uwhdwuwthwynwubpht  hwpdwpbgywd
uwppbph unwunwpwwgywsd hwywunmwagpdwu pwgwlwnientup W quinunuhnienlup
wwhwwunn nt pJwtmwiht Yuyniu dafuwuhqdubph ng puwdwpwp hunbgpnudn:

Qnifu 2-nid ubpluywgyb) Gu uwhdwuwihwy nbunpuutpny loT uwppbph Ypw
wwywpwwwht  qunnuwgpdwt  hwdwlwpgbph  dnnbwynpdwtu L pwiwlwlywu
quwhwwndwtu  hwdwp  Jwpebdwwhyuwlywu  dnnbiubp: LEplwjwgywsd  hwdwlwnpgp
huwpwynpnuyggntt £ wwhu Juaqdl]  Bubpghwh  uywndwu,  wudunwugnigui
dwlwpnwyh, hhonnniegjwi oginwignpddwtu U hwodnnulywy dwiuutph dholt Yuwbpp'
owwhdwwgdwu dnnbijh dhongny, npp Gupwpyynud § wudunwugnigyuu b nGunipuubipp
hunwly uwhdwuwthwynwiubiph:

Uwhdwuwthwly nGunipuubipn  uwppbtipnid  qununuwgpdwu — gnpdnnnigjudp
uywnynn tubinghwt punlugws b nhtwdhly W utnwinhly punwnphgutinhg: Unntijwynpyt
E punhwunip Eubpghwu’ E.

E:Edyn+Estat:a'VZ'Csw'f'N+B'Ileak'top

Npwbn o-U' nhuwdhy hgnpnipiwu Jwusnwpwynpdwu gnpdwyhgu £ (Quiujws k
wbfuuninghwihg, unynpwpwp 0.8-1.0 k), V-U' uwumgdwu qwpndp  (4), G, U
wpryniuwdbu thnfuwpyynn nwpnnngniup (B),f-p' tnwlunwihu hwwiuwlwunyeniup
(€g),N-n" gnpdnnniejw hwdwp wuhpwdtion nwlwnwhu ghYibiph ehup,B-u" wpunwhnuph
duugnwpwynpdwt  gnpdwyhgp, feqe-p wpwwhnuph  hnuwupp (W), t,, = N/fp
gnpdnnnijwt tlinnnipgniup (J):

Unwownyynwh £ Yhpwnb] qununuwgpuiht wpnniuwybunnipjwt dhwutwywu
huntipu (Unified Cryptographic Efficiency Index - UCEI), npu huwmbigpnud k£ ntiunipuubipp
pninp swithnwdubpp dGYy hwdwnpbih uuwywp wpdbph dbe: Uw punjwjund £ uwfuyhuncd
hpwwwpwlwd wpdtiph $niulghwu ¢, 7, M) dopwdbind wju unpdwjwgywsd, Yonjwsd
pwnuwnpjw) swinpnghsh:

P wwundnpdh  dpw - wofuwwnnn - A wignphpdh ntiupnid - quninuwgpwih
wpryniuwybtitnniypjwu shwutwlwu hunbpup uwhdwuynid £ npwbiu.



_ 0, " Eref 2 M?’ef i Sa "
UCEI(A,P)—<®Nf> '(EA) '(MA) '<Sref>

npuntin 0,4, E4, My, S4 — wwignphpdh pnnniuwynyentup, Lubpghwu, hhonnniginiup L
wuynwugnipjwt dwluwpnulubnt U, 8., Eyer, Myer, Syern' Blultitnwihu (reference)
wpdbpubpp  (unwunwpun  AES-128, ECC-256, SHA-256), wq,wy, w3, wy-n Yonwihu
ghpdwlhgubipp, npnup pwjwpwnpnd GU wy + wy, + wi + w, = 1 ywjdwuhu:

UCEl wpdbipp swihnnulwunygniu sniup. 1.0-hg dbd wpdbpubipp gnyg Gu wwihu
pwpbwynd Guwlybnwhu hpwlwuwgdwy Wuundwdp, huy 1.0-hg thnpp wpdbtipubpp’
Jwwpwpwgnd:  LEpJuwwgywsd  dninbignd  wofuwnwuph  hpwwwpwlydwu  wwhhu
wnwownl § Yuwmwnpybip wnwehtu wugqwd, udwuwwnhw quuwhwwndwy wy) dGpnnutipp sGu
utipwnnu UGpYujwgywd quwhwwndwu 4 wwpwdbnpbipp:

Unwownyyb| Gu tpbip owyyunhdwjwgywd phplwanyu (lightweight) quinunuwgpdwu
wgnphpdubin’ AES-128-L (AES-h phpl tnwppbpwl), ECC-163 (owunhdwjwgywsd Fhuyuwdl
Ynph ppwlwuwgnd) b BLAKE2s-HW (wwwpwwwiht wpwqwgdwdp hby dniulghw):
Pnpdwpwnpwlwu quwhwwnnip snpu loT hwprwlubpnd (VisionFive 2, Nordic nRF9161,
ESP32-S3, Arduino Uno) gnyg L wyb Lubipghwh uwwndwy' dhohup 47% UpGuwnnid,
hhonnniggwt  oginughpddwu  62% ujwgnd U pnnniiwynigguwu 35%  pwpbijwynwd
utnwunwpu hpwlwuwgnuiubph hwdbdwn' wwhwwubing 128-phpwung pwuwhubph
Yhpwnnipjwt wuynwugnieuwt dwywpnwyn:

Yhpwntiny UCEI pwuwdslp dwpwlyngny utunigynn tnghsh wpndphiny (wy = 0.15,w, =
0.40,w; = 0.30,w, = 0.15) L oqinwgnpdtiin nRF9161-h Ypw npwbu Gluytin unwgynud Gu
htunlyw| wpryntupbpp.

Urynuwly 1. UCEl wpryntupubph hwdbdwnnigjniup

Wgnphpd UCEI UCEI UCEI
(Uwpunyngny (Bqpuyht (Upnyniiwp pulwir)
inyhy) Gppninhs)
AES-128 (ref) 1.000 1.000 1.000
AES-128-L 2.847 2.312 2.156
BLAKE2s-HW 2.634 2.198 2.043
ECC-163 1.428% 1.195* 0.876*
Ascon-AEAD128 1.682 1.534 1.489
SPECK-128/128 2.124 1.876 1.745

*ECC-163-p  wwwhnynd £ 80-phpwung  pwuwint  Gpluwpnigjwup  hwdwpdtip
wuduwugniyenit’ h - wmwppbipnyginiu 128-phpwungh, husp fuwuqupmd £ pwpén
wuynwugniew Yohn niubignn wpndhiubpned:

Coq UL lIsabelle/HOL ptinpbdutiph wuwwgnigndutiph ogquwgnpddwdp  wnbuwlwu
jwybpwgnudp  hwunwwb]  F qunuuwgpdwu-ybpdwudwtu  gnpdnnnipniuubinh
Gownnieiniup: Unnple pbpdwd wgniwlyp ubpyuyugund £ Mwpbivin Jbipndnigju
hwdwp oqunuwgnpdywd wnyjwiubpp’ thnpduwlwu b hwdbdwnwlwu wpdbpubipny.



Unyniuwly 2. Swnunuwgpdwu wignphpdutiph hwdbdwnnygniup

Uignphpd Mwwndpnpd Eubpghw | gphpnn. | Pwtwpnt Muwpbwnn-
(4R (Ur) | bpb. (php) | owwnhdury
/qnpé.)
AES-128 nRFI161 42.5 8.2 128 Ny
AES-128-L nRFI161 22.4 3.1 128 Uyn
AES-128-L ESP32-S3 18.6 3.1 128 Uyn
AES-128-L VisionFive 2 14.2 3.1 128 Uyn
ECC-256 nRF9161 156.8 12.5 128 Ny
ECC-163 nRFI161 68.2 4.8 80 Uyn
SHA-256 nRFI161 38.6 6.4 128 Ny
BLAKE2s-HW nRFI161 23.1 2.4 128 Uyn
PRESENT-80 ATmega328P 15.3 1.8 80 Uyn

Ynnduwlh wihpubph YGppnodniejwdp (side-channel analysis) hwuwnwwndbp L, np
wwwpwwwihu ndnwdubph Yphpwndwdwp ujugbigdbp Gu hgnpnygqutu Jbipindniejwu
YnntGywghwih  gnpdwlhgp dhusle  0.03, hul  wluwppnignuubph  ubpwplydwu
wwonwwunigjntut - wwwhnytip  § dbYy  phpwung  wuuwppnigniuubph 99.7%
hwjinuwpbpnu:

Unwownyynud b wuywmwugnigju pwnuwnpjwi swthnpnahs (Composite Security Metric
-CSM), npu huwbigpnd | nuwuwlwt wudwmwugnigjuu dwlwpnulyp, hGnpjwuwmwhu
nhdwgyniuniginiup b Ynnduwlh wihpubph Yuwyniungegniup dby quwhwwndwu dhwynph
dbig.

A wighphpdh hwdwn.

CSM(A) = min (Sciassicar (), A+ Spg(A), 1+ S,c(A)),

APbN Syrassicard HUWUWHWL  wilnuilignueiwt dwlwpnwlu b phelipny, S,
htwnpjwuwnwiht wuywnwugnyejwu dwlwpnwyu b phetipny, Sg.-u' Ynnduwyh wihpubph
wudunwugnigywtu  dwlwpnuly  (uwhdwudwsd npwbu  pwuwint  Ynpgiwtu  hwdwn
wuhpwdtion  hbinpbph  pwuwlyh log,),A-0" pwuwnwiht  hwdwwwnwufuwuniejwu
gnpdwlhg (0' pywuwnwihu uwywnUwihph pwgwlywniguu nbwpnd, 1 wudhowlwu
pqwuwwiht uwwnuwihph nbwpenud), w-u' Shahlwlwu hwuwubhnyggwu gnpdwlhg (0°
$hahywlywu hwuwubihnyewu pugwlwnigwu nbwpnd, 1 1phy $hahlwywu hwuw-
ubilhnigjwu nbiwpnud):

dwdwuwlywlwlhg uwwnuwhpubiph wwjdwuubpnd A = 0.1, p-u thnthnfuynd £ pun
wnbnulwjdwu) pninp - wnwownplynn - wignphpdubpt - wwwhnynd  Gu hwdwpdtip
wuynwugnieiniu:



Unynuwy 3. CSM quwhwnnwdp wnweswnpyynn wignphpdutiph nbwpnud

Uignphpd | S_classical | S_pq | S_sc CSM (A=0, | CSM (A=0.5, | CSM (A=1,

(HW) | p=0) p=0.5) p=1)
AES-128-L 128 64 23.3* 128 64 23.3
ECC-163 80 0 22.3% 80 0 0
BLAKE2s- 128 85 23.0% 128 85 23.0
HW

*S_sc wipdbpllipp wwwpwiipughli ppwlpuwbiugnidtinh Jpw pwbiwne Ynpquwt hwdwp
wwhwboynn swithws htipplinh log:-t Gl

Qnifu 3-nwd ubipuywgyb £ Gipbip hnfuwwwlygdwsd dhenn, npnup dhwupt ndnd
GU jwjuwdwyw| peowihu loT mbinuywynwiubph pwuwhubiph Yuwnwdwpdwu W wmyjwjubpp
wuynwugnigyuw wwywhnydwu wywhwusubpn:

Unwohup' Yhpwnyb) § hwdwgnpdwlgwiht pwgdwluwunbpuht dwnwijujwwwn
(fog) Gwpuwpwwbwniemu'  DANE/DANCE  wpdwUwgpnigniuubpny — pwuwhubph
dwuptnwpwiht uwnwywpdwtu  hwdwp, npu niuh pwnwunhéwu  hpGpwpfupy
Ywnnigywdp: Pnpdwpupwlwi quwhwwnwip gnyg £ iyt dwusnwpwjunigjuu 5 wugwd
pwpbijwynwd (weowlgbiny wybih pwu 50,000 uwppbiph), hwpgnwubiph hwonnniepjwu
99.8% dwlwpnwly:

Gpypnpn dowldb) b pwuwhubph Yunwdwpdwy wwywpwnwht wpwgqugdwdp
opowlwl’ oginwgnpdtiny ARM CryptoCell-310 U TrustZone wbluuninghwubipp, npu
wwwhnynd L pwtwhubph  wuyunwug qgbutipwgnd  wwwpwwnwht  Eunpnwhwh
wnpjnipubinh dhongny W dyniuwgywd wwhuwwunid:

Eppnpn’ dowlyt b «rudpwpwuwyp npuybu dwnwynuyeiniu» (Batch-as-a-Service - Baa$S)
hwdwlwpg' fubjwgh pwnwpubph loT wbnuywnubph hwdwn, npu huwnbgpnod £ UDP-
hg TCP wpdwuwagpntpjwl thnfuwnpynidp, nhdbipGughw| gqunuupnipjwu dbfuwuhqdubipp
L hGwnpJwuwmwiht  hwnnpnwlygdwt  wpdwuwagpnieniuutipp (CRYSTALS-Kyber,
CRYSTALS-Dilithium):

([Fuwihu wnyhsubiphg wbnbGywwnynipjwu hwywpwanpdwu hwdwp  (GppUblyniygjwu
hwownplubp, dhoht wpwagnyeniuutin, sbGpdwuwnphwup pupbpgnudutip) Yphpwnynd |
Lwuwwuh dbfuwuhqdp: <wdwdwju Uhuphw Hnpyh «Hhdbpbugywsd qununthniginiu»
2006 hpwuwwpwyywsd hnnusdh' inpwsd £: D —» RE hwpgdwu $niuyghwih hwdwp Af =
rlglg),<|f(D)—f(D’)|1 qqujniunyuwdp  dbjuwuhgqdu wybugund £ hwjwuwpwlonwsd

wndnwy.
k

Af
M(D) = (D) + Lap (T) ,
npwntin Lap()*-p ugwuwynud &k wulwiu puwnpngggniuubn Lwwjwuh pwotunidhg A =
Af /& dwuanwph ywpwdbnpny:
Uwhdwuynd £ e = 1.0° hhduybiny fubjugh pwnwpubph Gpelubynipwu Yunwdwpdwu
wyjwiubiph  hwdwp  oguwlwpnipnlu-qununuhnigntt thnfjughodwt  hwdwlwpguwjhu
ybipindnigywu Yypw:



Fubijwgh  pwnwpubph  loT  whnuwlwnuubpp  gbubpwgund  Gu  nywubiph
hujuwjwlwu dwlwjubp wwpwubin ubuunpwihu gwugbnhg' GpplUbynyewy dnuhwnputp,
onowlw dhowywiph ubuunpubip, Yndniuw) hwoyhsubn W huynnnygjwu hwdwywpgbp'
unbindbind  hpduwpwp  wpjwdnipintt gnpdwnwljwt  wpryniuwybunnpjwu L
punuwpwghubiph qunuupnipjwu dhole loT uwpptiph dtd dwup hwnnpnuygynwd £ UDP-
ny' hp gwdn dwiuuh 2unphhy, dhusntin wdwwihu depnidwlwu hwppwyubpp wywhwugnid
GuU TCP hnwwhnieniu:

BaaS hwdwlwpgqu wwwhndb] £ wdwwihtu ppwdhyh 73% Ypdwwnnd b uwppbiph
Fubipquiuuwinnnipjwu 38% pwinbijwynud:

Uugnidwihu dwdwuwlwopowunid (Gpp pywtnwiht hwdwlwnpghsubip Yupnn Gu
ghjnipintu niubuw], pwyg nuuwlwu  Junwhnipjwt  wpdwwubpp nbn wnlw  Gu)
wudunwugnipntut wwwhnybine hwdwp BaaS-p Yphpwnnd £ hhpphnwiht  pwwint
Guwynpnud® hwdwwnbinbing nwuwywy b hGunpywunwihu pwnwnphsubpp.

Ksession = KDF(KcIassicallKPQ)'

npwnbin Kgassica-n Ntpu b pipdnud ECDH-hg (X25519) W Kpq-U nnipu | phipynud ML-KEM-hg
(Kyber-768): Uju hhpphnwiht dninbignwip Gpwguwynpnad £, np butnwopswth pwtwhu
duw wuywnwiug wjupwu dwdwuwl, pwuh ntn Yud nwuwywu, Yuwd htiwpuunwihu
pwnwnphsp dund £ shnunpwd wwwhnybing  wwownwwunientu inbntlwwnynipgjwu
qunuuwagpdwt pupwgpnid: <hpphnwiht dninbgndu wpuwgnind £ wju nbnwlwydwu
nwquwywnnigniuuipp, npnup wpnbu punniuyt] Gu Chrome-h, Signal-h W iMessage-h
Ynnuhg: Unwubtignidp Uwjuwgdbihu hwodh £ wnudt) Upnny Uhwn Bdnh Ynndhg
Ywnwpywd htinwagnunyeniup, husp hpuwwwpwyybp § hGunpdwumwht qununuwgpdwu
Ybpwpbipjw ghtnwlwu hnnduwdny(2025):

Uwnbuwfununigjwu tiptip ginduutipp Yugdnd Gu thnfuluwywlgywsd htitnwgnunwywu
opowuwl, npwbin jnipwpwugnip gntfu hhduynd £ uwfunpnh wpnyniuputiph Jypw U
punwjunwd  npwup:  Sniu 2-nd Jawws dwebtidwnpluwlwu  dnnbubpp,
dwutwynpwwtiu UCEI b CSM swithnpnahsubipp, dwnwjt| Gu nputiv puwtwlwlwu hhdp
Gnu 3-h wwwpwwnwht - wpwgugdwdp  pwuwhutiph Yuwnwdwpdwu  opowtwyh
Uwhuwagddwu hwdwp: EuGpghwih uywndwu dnnbp pnyp E wnytp owyunpdwiwgulb; ARM
CryptoCell-310-h  Uppwndwu wwpwdbiwpbpp: CSM swithnpnghsh Ynndhg uwhdwugwd
wudwughigywt wwhwugubinp hptiug htipphu Ynndunpnatip tu BaaS hwdwlwpgnud
hhpphnwiht  pwuwne  duwynpdwu  punpniggniup’ wwwhndbing - wwonwwunipnlu
huswbu nwuwlwu, wuwbu £ pywunwiht uwywnuwhpubiph nbd: Hhiptiptughw
qunuuhnjwu  dbjuwuhgdubiph hunbgpnuip  dwnwiuwwwn  Gwpnwpuwwbinnguwi
hGu wdpnnowgunid £ wuywnwughieu pugdwobinn dninbignidp’ uinbindbiny hwdwlwng,
npuntin dwptidwnhlwlwu Gpwotuhpubipp, wwywpwunwiht Junwhniegjwt wpdwnubpp b
dwuainwpwiht Gwpunwpwwbitnnyniup gnpdnud Gu npuytiv dhwutwlwu wdpnnonieniu:

Wunwdbuwyuhy, pwuwphubph  Yuwnwwpdwt W wduiubph  ywonwwunizjw
wwwhnyndp Yuaginw E loT vwppbiph wuywnwugnigjw wwywhnydwu dhwju dh dwup:



4-
: ARM TF-M- (Trusted Firmware-M)
RFC 9783 PSA

.1 loT
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ARM Cortex-M tintip hwppwlyutinh (M33, M4, MO+) Jpw thnpdwpynidutipp gnyg
wnybghu, np PSA pnpbuh qbutipwgnuip wywhwugnid & dhohtup 23.4 dyY Cortex-M33-h ypw
ECDSA wignpppdh Yhpwndwdp wnbntluwmynigwt  ywowmwywiunygwi  wwwhnydwu

hwdwp:

Unynwuwy 4. PSA Uinbuwmwynpdwu pnpliuh wpnyniuwybuniggjuu swithnudubipp

Mpwwndpnpd QEubpwgdwi Uwnnigdwit Peak RAM (@npbkup
wnlnnnipyniup (JyY) | wbinnnipinitip (dy) (4r) swih (pwyp)

Cortex-M33 23.4 18.7 4.2 380
(ECDSA)

Cortex-M33 8.2 6.1 3.1 320
(HMAC)

Cortex-M4 31.8 25.2 4.0 380
Cortex-MO+ 68.4 54.1 3.8 380

Snpdhpt  hpwlwuwgund b ppwlwi dwdwuwlh wundwihwubiph  hwjntwpbpdwu
gnpdwnnyp’ hhdugwsd wudnwugnipjwu yhdwlh Guwytnwhu swhndubphg obnnidubiph
Yypw: Snipwpwugnip d uwpph hwdwp wywhwwuynd | Py uwhnn Guybnwghu yhéwyp,
npp hwadupyynd £ W wwnbivinwynpdwt ghytiph pupwgpntd.

Uundwihwih whwquwugp gnpdwnpyynud £, Gpp.
|Pa(t) = Pal > T.04

npwntin o;-u ypdwyh dhwynpubiph unwunwnpun 2bnnwdu § Guybinwiht ywwnnthwup
pupwgpnd, huly U Ywpgwynpbh qquiniunigwu oGdp  (nbgpwiu T = 3, npp
hwdwwwuwwufuwund £ 99.7%  Juinwhnigjwt  dhowuwipht - Unpdw]  pwzfudwl
GUpwnpnLeinLlUUGh Ubippn):

(enpbutbph phowynpdwu owyinhdwwgdwdp YpGwinynid £ winbumwynpdwu dhoht
hwwwnnwp 31%-ny: ProVerif-ny wbuwywu Jwybpwgnuip ubipyuywgund § Yuyniu
wwoamwwunyntu - pnptitutiph Yenddwu W Jbpwpuwnpdwu  hwpdwynwiubphg:
Uwwpwunwiht wpwaguwgdwdp b dhwjt Spwapwiht hpwywuwgnwiubph hwdbGdwnwlywu
quwhwwnwp gnyg £ wdh 87% pwpbijwynwd qunuuwgpdwl  gnpdnnnieniuttiph
wpuwgnyawu Jdbg b 42% YpGwwnnud’ quinunuwgpuht gnpdnnnugniuubph Fubipghwh
uywndwu dby: Sunbiuwlwu Jbpindnigjudp hwuwmwinyt) k, np uwpph hupuwpdtiph dnun
15% wtp thnfuhwwinnigynid & dwpnyngh Ywuph Gpywpwgdwdp b nhultiph bjwgbgdwdp:
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uchuusuuvLh <phUtuuuu ursnruLeuere

Uowyyb § qununuwgpdwu hwdwwpgh wpryniuwybunnggjuu guwhwndwu
dwpbidwwhlwywu dnnb|, npu h twppbpniggniu wnlw nidndubph’ hunbgpnid
L Lubpquuwwnnwip, hwodqupyuwihu ghypp W hhonnnygwtu uwhdwuw-
thwynwiutipp: [1,2,6]

Unwowpyyb| Gu hptiph hwdwgwugh uwppwynpnidutiph qununuwgpdwu hwdwn
oguwghpdynn pwuwhubiph gbubipwgdwu, wwhwwiudwu L thnfuwuwldwu
dbpnnubp, npnup, h wwppbpnyeintt wnlw  |ndnwdubph, 68U wwhwuend
Ytuwmpnuwgywsd hwdwlwpgbip U hpdudwd Gu wwywpwwnwhu nddwu Yypw:
[3,4,7]

Unweowpyyby £ pptiph hwdwgwugh  uwppwynpnudutiph Jpdwyh L
wudunwugnguwu duluwpnuwyh quwhwwdwu dbenn, npu h wwppbpnyniu
wnlw mdnwWdubph’ Guuwpnd  Eoouwppwydnpdwt Juppwadh  hpwlwu
dwdwuwynid Ybpnidniggniu W huwpwynpnipiniu £ viwihu' junwnbne hbnwhwn
danuwnhuinwpynud:[5,8]
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MINASYAN HAMBARDZUM DAVIT

DEVELOPMENT OF METHODS AND TOOLS FOR ENSURING THE SECURITY OF
INTERNET OF THINGS DEVICES

RESUME

The rapid development of Internet of Things (loT) devices and the expansion of their
application domains have led to the emergence of new cybersecurity challenges. Modern
cyberattacks targeting the loT ecosystem have become multi-layered and complex, whereas a
significant portion of currently used devices either lacks built-in security mechanisms or relies
on centralized cloud solutions. This reliance requires a constant connection, which is
impractical in most real-world applications. The resource constraints inherent to loT devices
- in terms of computational power, memory, and energy consumption further complicate the
application of traditional security approaches.

There is a fundamental contradiction between the strict requirements of information
protection and the limited capabilities of loT hardware. Although modern cellular loT
platforms (e.g., Nordic nRF9161) integrate hardware security modules (ARM CryptoCell-310,
TrustZone), systematic methods for their efficient utilization throughout the device's entire
lifecycle are lacking. At the same time, the recent publication of the RFC 9783 standard (PSA
attestation token) creates an opportunity for evaluating device status, yet its applicability on
resource-constrained devices has not been practically confirmed. The necessity of developing
methods and tools aimed at solving the aforementioned problems justifies the relevance of
this dissertation. Thus, the problem of developing encryption systems intended for Internet
of Things devices is highly relevant both from the perspective of solving problems of scientific
interest and designing systems that require automated control with practical significance.

Aim of the Work The aim of the work is to develop methods and tools to ensure the
security of Internet of Things devices. To achieve this goal, the following tasks were set and
solved:

e Develop a mathematical model for evaluating the cryptographic stability of loT

devices.

e Develop methods to ensure the generation, storage, and exchange of encryption

keys.

o Develop a method for the real-time evaluation of the status and security level of loT

devices.

Practical Significance of the Work The developed solutions are applicable in smart
homes, industrial automation, healthcare, and smart city infrastructures. The hardware-
accelerated key management method significantly prolongs the lifespan of battery-operated
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devices, which is cost-effective for sensors located in hard-to-reach places. Through the

application of the developed collaborative architecture, key management ensures scalability

for tens of thousands of devices.

Implementation of Results The key management and device status evaluation systems

developed within the framework of the dissertation have been implemented in "RPE Controls

LLC" to increase the security level of smart-controlled solutions. The mathematical model for

evaluating the stability of the encryption process and its software implementation is used in

the educational process of the "Information Security and Software Development” chair at the

National Polytechnic University of Armenia.

The main results.

A mathematical model for evaluating the efficiency of an encryption system has
been developed, which, unlike existing solutions, integrates energy
consumption, computational cycles, and memory constraints. [1,2,6]

Methods for the generation, storage, and exchange of keys used for the
encryption of Internet of Things (loT) devices have been proposed, which,
unlike existing solutions, do not require centralized systems and are based on
a hardware solution. [3,4,7]

A method for evaluating the state and security level of Internet of Things (loT)
devices has been proposed, which, unlike existing solutions, performs real-time
analysis of device behavior and enables remote monitoring. [5,8]
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MWHACAH AMBAPLYM OABUAOBMY

PA3PABOTKA METO10B M MUHCTPYMEHTOB OBECIMEYEHNS BE3OMNACHOCTH
YCTPOWCTB UHTEPHETA BELLEM

PE3IOME

CipemutenbHoe passutue ycTpoiicTs UHTepHeTa Beleld (loT) n paclwumpeHue ccep mx
MpUMeHEHUA TIPUBENW K MOABNEHUIO HOBbIX Npobrem kubepbesonacHocTh. CoBpeMeHHble
KnbepaTtakm, HaueneHHble Ha skocuctemy loT, cTanM MHOrOYpPOBHEBBIMU U CIIOMHBIMU, B TO
BPeMA KaK 3HaunTeNbHaA 4acTb UCMONb3YEMbIX B HACTOALLEE BPEMA YCTPOWCTB MO0 He UmeeT
BCTPOEHHbIX MeXaHW3MOB He30nacHoOCTH, MO0 ONMUpaeTCA Ha LeHTpanMsoBaHHble obnayHble
pelleHnA. DTo TpebyeT MOCTOAHHOTO COEAMHEHWA, YTO HEBBLIMONHUMO B OONBLUMHCTBE
peanbHbIx NpuIoxeHnii. OrpaHnyeHUA pecypcoB, XapakTepHble A yCTpoicTB 10T - ¢ TOuKK
3PEHUA  BbIYUCIUTENBHOW MOLLHOCTW, NamATU W 3HepronoTpebneHua - elye Oonblue
YCIOKHAIOT NMPUMEHEHNE TPaAULLMOHHBIX NOAXOA0B K He30MacHoCTH.

CylecTByeT hyHRameHTallbHOe NpPOTUBOPEYUE MEKLY CTPOrMmu TpeboBaHMAMM K
3alnTe MHGOPMALMU U OrpaHUYEHHBIMU BO3MOMHOCTAMM annapaTHoro obecrieyeHna loT.
XoTA coBpemeHHble coToBble nnatdopmbl loT (Hanpumep, Nordic nRF9161) uHTerpupyrot
annapatHele mopynu 6esonacHoct  (ARM  CryptoCell-310, TrustZone), oTcyTcTByIOT
cUCTeMaT3MpOBaHHble MeToflbl WX 3HEKTMBHOIO MCMONBb3OBaHUA Ha MPOTAMKEHUN BCETO
MU3HEHHOTO LMKNa ycTpoiicTBa. B 10 e BpemA HeflaBHAA nybnukauua ctaHgapta RFC 9783
(TokeH aTTecTalmn PSA) cozfaeT BO3MOMKHOCTb 1A OLEHKN COCTOAHWUA YCTPOWCTB, OfHAKO ero
MPUMEHUMOCTb Ha YCTPOWCTBAaX C OrpaHUYEeHHbIMM pecypcami Ha TNpakTuKe elle He
noaTBepxaeHa. HeobxopumocTs paspaboTkUM METOLOB M MHCTPYMEHTOB, HanpaBlieHHbIX Ha
pelleHVe BbllleyKkasaHHbIX MNpobnem, ABNAeTCA 0DOCHOBAHMEM aKTyallbHOCTW  [LaHHOW
OyviccepTalMoHHON paboTbl. Taknm obpasom, npobnema paspaboTku cucTem LUUPOBaHUA,
npefHasHaveHHbIX ANA yCTpoicTB MHTepHeTa Belleil, akTyallbHa Kak C TOYKM 3peHUA peLleHNs
npobnem, MpeAcTaBlAIOWMUX HayYHbIA WHTEpeC, Tak M C TOYKW 3PEHUA MPOEKTUPOBaHUA
cucTeMm, TpebyloLMX aBTOMATU3MPOBAHHOTO YMPaBleHWA W UMEIOLLUX  MpaKkTUYecKoe
3HaveHwe.

Lkenb pabotbl Llenbto pabotbl AsnAetcA paspaboTka METOQOB W WHCTPYMEHTOB A
obecrnedeHnA BesonacHocT ycTpolicTB MHTepHeTa Bellei. [inA pocTweHWA 3Toi uenn B
paboTe 6bINM NoCTaBNEHb! U peLleHbl ClieflytolLine 3aayn:

e PaspabotaTtb MaTemaTU4YecKylo MOLENb OLEHKN KPUNTOCTOMKOCTU  YCTPOUCTB

MHTepHeTa BelLeit.
e Paspabotatb mMeToAbl ObecreYeHWA TreHepaluun, XpaHeHUA W ObMeHa Kiovamu

LnchpoBaHUA.
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e PaspaboTaTb METO[, OLEEHKN COCTOAHUA U YPOBHA 6E30MAacHOCTU YCTPOHCTB

MpakTu4yeckas 3HauumocTb paboTbl PaspaboTaHHble pelleHUA MPUMEHUMbI B
MHPaCTPYKTypax YMHbIX [IOMOB, MPOMbILLIIEHHOW aBToMaTM3auuu, 3[1paBoOXpaHeHWs W
YMHbIX ropofoB. MeTop ynpaBneHus Kintodamu ¢ annapaTHbIM YCKOPEHMEM 3Ha4MTENbHO
npoJJieBaeT CPoK ClyKObl yCTPOICTB, paboTatolwux o1 batapeil, YTO 3KOHOMMYECKU BbITOLHO
ONA  [ATYMKOB, PacroNoOMeHHbIX B TPYAHOJOCTYMHbIX MecTax. bnarogapa npumeHeHwuto
paspaboTaHHOW  COBMECTHOW  apXMTEKTypbl  yrpaBrieHWe  Kntoyamn  obecrneymBaeTt
macLL TabupyemocTb A AECATKOB ThICAY YCTPOUCTB.

BHeppeHue pesynbtatoB CucTeMbl YNpaBleHWA KIOYaMM W OLEHKU COCTOAHMUA
ycTpolicTB, paspaboTaHHble B pamkax guccepTaluu, BHegpeHbl B «Ap Mu U KoHTpone» (RPE
Controls LLC) ¢ uenbto noBbILIeHWA ypoBHA HE30MacHOCTU UHTENNEKTyaNbHbIX YrpaBnseMbIx
pelleHnii. MaTemaTudeckas Mofellb OLEHKW YCTOMYMBOCTM Mpouecca LUMPpoBaHUA W ee
nporpaMMHan peanuaalima UCnonbayroTca B yuebHoM npoLecce kadeppb! «MHdopmaLroHHas
bezonacHocTb W nporpammHoe  obecrnieyeHue»  HauMoHaNbHOro  MONMTEXHUYECKOTO
yHUBepcUTeTa ApMEHUN.

OcHoBHble pe3ynbTaTbl.

¢ Pa3pabotaHa MmaTemaTMyeckad Mofieflb  OLEHKM  3PEKTUBHOCTU  CUCTEMBI
WKppoBaHWA, KoTopas, B OTAMYME OT CYLLECTBYIOLLMX PeLUeHWi, y4uTbiBaeT
sHepronoTpedneHne, BblYUCIUTENBHBIE LUKNbI U orpaHnyeHus namaTu. [1,2,6]

o [lpepnoxeHbl MeTofbl reHepaLyu, XpaHeHWA U obMeHa KIovaMu, UCMONb3yeMbIMM
LA WwwucpposaHna ycTpoiicTs WHTepHeTa Belleit (loT), KoTopble, B oTanyue oT
CYLLECTBYIOLLMX peLUeHUi, He TpeDytoT LieHTpanm3oBaHHbIX CUCTEM M OCHOBaHbI Ha
annapaTHoM pelleHun. [3,4,7]

o [lpepnoxeH MeTOL, OLLEHKM COCTOAHWA U YpOBHA be3onacHocTn ycTpoiicTe MHTepHeTa
Bellleid (loT), KOTOPbIK, B OTAKYME OT CYLLECTBYIOLLMX PELLEHW, BbINOMHAET aHanus
MOBEEHNA YCTPOCTBa B peallbHOM BPEMEHU 1 MO3BONAET OCYLLECTBNATD YAANEHHbI N
MOHUTOPUHT. [5,8]
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