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UThUSULLP CUIZULNR ALNREUSPCC

Uolumwnwbph wpnhwlwbmipnibp: Ukpljuynidu jakjugh uwwppbpp nuntnud B dkp
Jjutiph whpwdwt dwup: Cuwnn JoT Analytics» ybpnibwljut  JuquuwljEpunipjui’
juwiupwnbuynd k, np dhiph 2030 pywlwip hptph hwdwguigh uwpptph pwbwlp
ygbkpuquigh 39 dhihwpnp: Uju vwppbpp unbndmd L mdjuukph hujuyuljwi hnupkp,
npnup whwp E dowldtt uvwppbph wudhpwljut hwplwinipjudp: Ujuinujut wdyuygh
hwdwlwunpgbpp hwdwju skt jupnpuinid wywhnybp withpwdbon wpwgnipniup: Nputu
nsnud wnwownplynid ki «dwnwprjuuyuin huwpyupljubppr, npnlip htwpwynpnipnit ku
nwhu njupibkpp dowll) hpkph hwdwguigh vwppkph hwplwinipyudp wywhnybng
wpuq wpdwquiip:

Uhpunudu quyt mwpudmd quuus qpuuuljuit fwpunupuybnwuljuit donbjubpp
hhdtwuinid punugué th uwpp-dwpwjunin-wdy obpnbphg: Ldwt phwpbpnid
hwdwh Ywrwjwpnulp hpujwbwgnd b dby  yhunpnbwlwub  hwignyghg, nph
huwthwinidp Jupnn E jubqukgut) nne hwdwljupgh wowwnwbipp:

Npno hbnwgnuuljut wphtwnmwipubpnd tpynd £ dwnwhjuyun thpwduypp
Juqunn wwppkp uwppbph pudpbiph dholi hwdwgnpsulgnipjmt wuhpudbownnipniup,
uwluyt  pugulunud  tu pgputg ppujuwbugdwt  hunwl JEowbhqdubtpp: Cwwn
hwdwlunpgbp oginugnpénid u wpnwnwiph pupjudwt wminhnthnju (wnwwnply) dkpnnubp,
npnup nitwl] sk hwpdwpybnt thnthnpuynn dhowjuyph:

Pugh Ykpnlgjuihg, wnwudhtt wpptwnwbputipnid phnwpynud &, np jmpupwignip
uywuwplnn hwugnyg nith hp hunwly b wihnthnp vwhdwbbbpp: Uju dnnbgnudp
Jutinhpitp t woweughmud uudws wwppkph unnipjui thnthnjunipymabbph htwn, nph
wpniupnid  npny  hwnqusubpnid phunynd b Swipwpkntqubmput wd, huly
Ujntulibpnid’ npu ijugnud, hisp pog) sh wwjhu wpyndwdEnnpbb pugpuly wyrwnwipp
b oyunnhdwwgub] nbunipubpp:  Ujuwhuny, dwnwujuwuin hwodupluyht
Uhgu]uyph Juquwkpuyuwb dkpnngitph b dhengibph dpwluwb junhpt wpphulwb b pl’
ghvwjwl htwwppppmipnitt kpluyugng junhplph msdwi, U pE Yhpunwlwl
wwlmpinit niikignn wywltunpniugquws nt ghttwdhl jupwjwupnid ywhwbgnn
hwdwljupgbph twhwgsdwt mkuwulyniuhg:

Uojumunmbiph  yuuwln E dwowjyuwyuwwn  dhpwduyph  hwoduplubph
Juquuytpydwh dkpngutph b dhongutiph dpwynidp: Ushiwwnwph pipwugpnid npyby b
sty ki hbnlyuy hhdbwlwi pughpitpp

e wll] dwnwjyuuywwn hwrqupluyhtt dhpwduyph fuwthwiunudibph
tjundwudp Juyni b wipughwn gnpénitkinipiniu wywhnynn dngky, npp
Pyl Junw wuwhwuwil] hwdwlwupgh woiwwnnitwlnipmnitp, tnyuhuly
wnwidhtt  hwbgnygutph  jud  hwndwdubtph  whuwppnipju
wuydwbtkpnid:

e wll] dwnwpyuuwuwin hwrquplughtt  vppwdupnid  wppuunwiph
pinijuénipjut.  ghtwdhl Yuwrwjuwpdwh dbpnn, npp juwywhngdh
hwoynnuljutt  nhumipuubph  wpymibwybin  oquuwugnpénudp b
Ypwpwpunidp:



¢ Upubhk Ppbph hudwguigh uwppkphg nbwh wdyughl Uhguduyp
njjuttnh thnpupwbgdwt dkpnn, npp pny] juw tjugqbgut] mdjujukph
Unpniunp b wyywhnyk) nkuniputhph fubwgnnnipndi:

SGhnwlwy wpynupukpp:

o Upwlly L huwpduplutph Yuquulibpyuwt  puqiudwluppul
Supunuwpuybnwlut dnnk), npp, b wwppbpnipmit gnnipinit nitikgnn
yhunpnbwljwt  jupwdupmd  mbbgnn  Unpljubph, wwywhnynd L
hwdwlwunpgh Jumnit gnpénitubnipniiip, unyuhull wpwudhtt hwngwsubph
huwthwiunidubph ntypnud:

¢ Unwownlyt) L dwnwhjuyuwn dhgwjuyph hwdwp swipwpknijubnipyu
nhtwdhl hwjuwuwpwlondwt dkpnn: dEpghtiu, wnju unwwnhly puoidw
wgnphpdubph  htwn  hwdbdwwnws, ubkpgpuynid  t wowybkp  phs
swipupbni]ws hwbgnygubpp npuing hul wywhnbjny hwdnqulub
nkuniputibph wpynitwytn oguriugnpdnidp:

e  Unwownlyl) k Pphiph hwdwgwigh stpunmd qhubtpugynn wydyuutph
wqpbkqugdui b phuyh wdwyuyhtt dhpwduyp mbknutnpudwu Jkpnn, npp,
gnnipjnit  nibbkgnn  Jbkpnnutph  hbkwn  hwdbdwwnws, wwywhnymd E
nhuniputbph futuynnnipeiniup b wyjukph Ynpunh tjuqtgnudp:

Uojumunubiph Yhpunwlwi bowbwlnipmniip: Uowlqusd nisnidubpp Jhpunkih b
hubjugh punupuknh, wpnniawpkpnipui i1 wnnnowuywhnipjul
Eupwjurnigyuspubpnid:  Zwbgqnygubpph  hwpdwpynpqujut winphqugdui b
wuuhjugdwt  Ukjuwbhqup  qquyhnpkt  Wjwuqbgimd b bubpghuwgh  uwyunnudp
wwwhnybtny uhtgh 41.8% puwnnnipmit b wbnbuwjut  wpynibwbnnpnii:
Uowjués pwnuwgkpn  fwpunwpuybnmpmniip b hhpphnuihtt  hwnnppuljwpgbp
wwywhnymud i ndpuykph Ynpunh bwfut tjugkgnid wdyh hbn ninhn Guwh
hwdbdwwn, b dtwupnwpwyunipenil mwuiyul hwqupuynp vwpptph hwdwp:

Upyniupubkph ubpypmidp:

e Uunwgws qhunmwulut wpmynibupubph  hhdwb  Jpu dowldl;
QuunuUpn.UU» UNC-nud  ukpppylp o dwpwpyjuwuwn  dhowguyph
dhojjuuntpuyhtt  nkuniputtph  npwbwldwt  dbpnngubtpp,  npnup
htwpuynpnipinit Bt wwwhu pupdp pintjuwdnipjudp hwdwlupgbpnd
Juquultpyt] hwpynquljwb nkuniputiph wpynitwgbn hnppowbwlnud,
npp punphhy  wwwhndynid Et  hwoynnulwub  hqopnipnibbph
oyuhdwjugnid, hwwwnnudubph Ypdwnnd b phunipuikph  wowyly
wpnnituy b oqunugnpénid:

e  Uunwgjwsd ghrnwljui wpyniupttiph hhdwt pu dowldty b «rwnwjwpg»
UNC-nud  ubpnpdtp b dwnwhjuyuwn  hwyyuplughtt  hwbgnygubph
Jupquhdwlh Uotnnwunhnwpldui 1] Swbipupkntijubnipyut
hwjwuwpulpndwi hwdwlupgp, npp htwpwynpnipnit E wnwwjhu Ppkpp
hwdwguugh (IoT) GLupwlwnnigquépubpnid hpuljubugut) wnyhsutphg
unwgyny nbnkjunynipjut wijpwhwi hwduwpwqgpnid, nph ounphhy
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wwwhnynud t wdjuubph dwdwbwyhtt b wpynibwdbn nbgught
Uowlnup:
Zpuyupulnudikp: Unbkbiwhnunipjut hhdtwlwh wpyniipubpp hpuwywpuljgws
El 6 ghinnujuit wpprwnwuputipnid, npntp pyupyyus tu ubinuwugph yEpenud:
Uoluwwnwbph YJunmgduépp U dunjuyp: Uwnbluwjunumpmiip punlugws b

ubkpwbnipiniihg, snpu qluhg, kqpuljugnipniihg, ogunugnpéyws qpuljuiinipjut guulhg
b hubpjwsutphg: Usjnwnwuph punhwinip swdwip juqunud k117 te:



UCUSULLP AN UL TTUNRE3NPULL

Ubpwbnipynih: Lubuplnid E phdwh wpphwlwbnipmitp hhdudbnyg  hpkph
hwdwgwugh (IoT) uwpptph Epuwynubughw) w&h Jpu (Uhtish 2030p. onipe 39 Uhjhwipy
uwpp): Quwlpyyus B wojuwnwbph bywwnwlubtpp, npnup mnndus bt wjwunuluh
wlwuyhtt hwdwlwpgbph phpnipniutbpp (nrpwgnud, ponnibwlnipjut
uwhdwiwhwlnid) hunpwhwpdwip’ dwpwuwywn hwoqupliutph (Fog Computing)
Juquuytpydwi inp Ukpnnutph b dhengutph dowljdudp:

Gqniju 1I-md hpuljubugdl) £ dwupwjyuuyun hwpqupluyhtt hwdwljupgbkph (Fog
Computing) b wnlju Swpnuwpuubinnpniuttph Jepnwsnipnit b nunidbwuhpnipinid,
husp gnyg by, np YEtnpnuugyus junwgupnid niikgnn dnpbjubpn jungtijh bu «dhuly
hwhwidwh Yhwnh» (SPOF) wnbkuwilnihg: Zhdtwynpdl] £ wywlbkinpniugdus b
puquupkpin  Unnbgmutbph  wihpudbpnmpmbp  dwupnwpuyimpmit m
hnruwhmpniup pupdpugubint hwdwp:

Qnilu 2-mud Ubpluywugyl] t hwpquplubph juquuibpydwb tnp puwnwpbpn
hhtpupjuhly fwpnwpuybnwlui dnnkp: dbEpohtiu punugus £ hpiph hwdwguigh
Juunbkpuyhtl, mupwswopowtiwghtt b gnpw) okpunbkphg (uy. 1):

Qinpw { ) N q‘ll“u"-l“l‘
ttnm | Unblophluy1 | Swliqniyg

{ Swpwswzngwlwih 1 [ Swpwbdwznswluwh | { Swpwswapswlwih | f Swpwdwzppwuwih

( upYuopphlwy2

Iwlgnyg 1 | \ Swlgnuyg 2 ) | Iwlqnuyg 3 i \ Swlqgnug 4
Uwuwnbpubph
2tipwn
( Ypuuntnl | Ywuntp 2 ] [ wwuwbn3z | " Yuunbps | Upwuntps ‘\
. 4 Ny N 4 A P \ A/
“' Qquwynp [ Suwynp " Syfuwynn ‘ " Qquwynp “ "~ SQyhuwynp \‘
_ 3wlugnyg | 3wugnyg . Swugnuyg Swlgnig ) _ 3wlgnyg
‘/ Ununph | ( Ununph 1 ( Uniinph ‘ a Ununph ‘ Ununph ‘
_ “wpwwu _ Thwpywu

wpwwu L Qwpwwue 0 L Qwpwwu )

bPntph hwJdwgwugh
uwnptnph 2tnpwn

LY. 1. Unwownlynn Smpunwpuybnwlut dnnkip hp snpu okpinbpny



P wwppbpmipnit Pnundhh  dogljh, wjunbn skpunbpt ntbwl B wppuwnby
hiptw]up’ wywhnytng hwdwlupgh Jhbun tuympmiip dwubwlh pwhwinidbph
nkupnud:

Yuuwuwnkph  owuinhdwy  swthh Ny, npnodwt hwdwp  dpwldl] E - hknlyug
dwpkdwnhjujub dnnbp.

Nopt = Nactive + Nsleeping + Ninfrastructure + Nredundancy

Npuntn winhy hwoynnuljub hwugnygubph puwbwlpn Nyerive npnpynid E juunbtph
Ypw wnlw punhwinip pintdwdmipinit Ligeq;, b wyn Jjuunbph wpynitwpunp hqnpnipjui
Cefs hupupbpnipjuadp:
Liotal = R* U x a

Ceff = Cre1 ¥*n = Cx*m = (1 - l:)failur'e)

N [Ltotal] [ R+Ux a
active = =
Y Cesr C*m* (1 = Prajure)
Opuntn
Unyniuwly. 1. Zwignyguliph pubwljh npnodwit hwdwp wthpudbon ypupudbnpkp
Nupuibunp Zhdtwynpmu
R zupgnidubph hwdwhwjunipiniup gy jjuunbph pu:
0] Uhwdwdwiwl wppawinnng uuppbph pwbwlp:
a Yuunwpynn wouwnwph pupnnipjniup:
C Zwignyygh pnnnibwlnipiniip:
n Qbpphnuywénipniihg uintuwthbnt gnpéwlhg:
Praiture Unwunupun uwppuynpnidbph dwpunndw gnpswljhg:

Zudwlupgh Jhdwljh donnunhnwpydwt hwdwp ubpgpdtp o Nwdpe Ynbubuntuh
(Raft Consensus), dh ntinuljuyhtt pwthwidw hwpntwppdwi (@ Accrual Failure Detector),
Zupdwpkgynn hwpgdwt (Adaptive Polling), 7Thdhpkughw) wqnpuipwuh (Differential
Heartbeat) Ukjumtthquubpp:



Zudwlupgp ghpplinunithg wywhndugpbint hwdwp dngljnud weljw &b puus jud
wwuhy hwiqnuygubpp Ngeeping: Fpwitg putwljh hwpqupluwi hwdwp oqunugnpsting
«yquypinith qgnpéni» B gnpduljhgp Juinwbiwp.

Nsleeping = [Nactive *(B— 1)]

wthwbindubph  hwinby juniinipnit wyuhngdbime hwdwp  dnpknd
oqunugnpdynid kb wwhniunwghtt - hwignyghbp’ Nredundancy: kpghthu  putwlp
hwoJuplynud t k-out-of-n unnpkjh Yhpundwdp wjuwybu, np hwdwlwupgh ppuhwidw
hwjwtwljwunipiniup huh thnpp vwhdwiqus (1-A) sbdhg.
n
n : .
P@System Failure) = > (1) (Prai)!(1 = Pra)™ ™ < (1 = 4)
1

i=n—-k+1
G 3-nud dowlyk] Lu phumipuubph phtwdhl jupwjupdwb dhpnnubpp:
Ukpypyl) £ hwdwlwupgh Jhd&wlh hunbpun Iigee, npp hwpgh b wntnud hsybu ndjug

wwhht wnlw $hqhjwlub phni]wsnipynin Load, wjtuyku b qupuyuuuyghtt vwpph ypu
wpuwpht wwhwbowplp Eqyseer:

Istate = \/Loadz + Egluster

Ptnujwdnipjut Load hwoquplp tkpunnd L ypnghunph, htpeh b hhonnnipjut
gniguiihpkpp.
CPU ueue Mem
Load = X« (Zep™e) 4 v (M) 7 (Memeurrenc)

CPU pax Queue, .« Memy, 4

Zwbgnygubph hupdwpynpuljut winhjugdut hwdwp Yhpundnud £ ghtwdhly obdp
Nact:

N .
Nact =T]*(1—Y*M>
Ntotal

Uyunpjugdwut Fyakeup $nrtijghuts gnpsuplpfod B bpp Iseate = Naee: Uhupjugynn
hwgnygutph pwtwl npnyynid £ htwnbyw) putidlng.

: Istate
Nwakeup = min (Nsleeping' [Nactive * ( - 1)])
act
Nwupjugdwt (pukgdwt) hudwp Feeping dnilghwls uinnigmu k Igare < 7sieeping

wuydwip, b bpt vwhdwidws K wipundte hunbpjuwubph phpwgpnid wyt &odwpphun k,
wyw gnpsupynid k wuwuhjugdwi dkjuwtthqup: Muuhjugynn hwignygubph pubwlyp

npnoynid £ npybu.
Istate
Nsleeping_target = [Nactive * <1 -

n sleep
Uju puyitphg htinn, Jepeuwfwh wljnhy hwignygubiph puwyp npnoynid |k htwnlbyuy

htpy.

Nactive_new = maX(Nmin: l\Iactive - Nsleeping_target)
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SYjujukph  Ynpunh  wjughgdwt  bywunwlny wowewplyl] E  hhpphnuyht
hunnpyulupquyht Unpk (ophtiwy CoAP/UDP — MQTT/TCP): bpkph hwiwgwlgh
uwppbpp Ty (ophtw] CoAP/UDP) humnppuliupgny wjujibpt mnupymd &b
dwnwhiuyun Jluunkpht, npb b wdbth hntuwgh Ty (ophtiw] MQTT/TCP) hhupny
hunnpyulupgkpny (ophtmly’ MQTT) wyh thnuwbigmu b wiu;: Zhpphnuyhti Ungkih

nypnid Ynputnh hunjubuluimpmin Ak hugluplgmd Eapuku.
Pl};}s’srid =1- (1 - Ploss(TIot)) * (1 - Ploss(TFog))
Ophiruly
PEYPI = 1 — (1 = Pjogs(UDP)) * (1 — Py (TCP))

Unpuwnp pughwinip ijuqbtgnudp APgs vwhdwiynid k npytu minhn b hhpphnuyght
Juuybkph nwppbpnipmnii:

APjpss = l((i)lsrsect - Pll(?slgrld

Qniju 4-mud hpwwbwgyl) L uhdniughnt thnpdwpupuljub ghwhwnnd iFogSim2
uhunijjuwnnpny:

Unyniuwly 2-nud ubpuyugyws k ugkiwp 1-h updnijjughwih wpyniipnid unnwugdus
wpdtiputpt, npnup thwunnmd G, np hwdwlwupgh ghpphintjwénipjut  Jhdwlnid
hwwyunnudibpp gl bu 67.8%-n1, Yphnhjulwui Jhdwlnud 45.8%-n1, hulj pupdp
phntjwsmput  Jhdwlnid’  20.2%-ny:  Uwluyn  hwdwlupgh  Jhdwlh  tnpuiug
wuydwbtpnid Pnundhh Unglip gnyg k wiwihu 3,0%-ng wybih wjuq nipwgnudukp, pusp
npudwputwub £ pwih np wnwowplynn swpnupuybinwljut dnglip juunwpnd £
hwytjju hwpduplubtp puhwinidutph hwinby Juniunipnit wywhnybnt hwdwp:

Unmniuwl) 2. Uhohtt hmywunnudubph hwdbdwwnwlwh yEpnisnipiniup phd Jhnkph

wuydwbbkpnid
Jhduly Phnijwuén Pnunuhp Unply Unwowplynn Unpl) | Zwywundwb
pnLa (Uhghtt hwyyunmd) | (Uhght hwwunnid) ujuqbtgmd
Unpuuy ~40% 4251 438 -3.0%
Puipdp ~75% 78.2uUy 62.4 720.2%
Yphnhluluwb | ~90% 165.5u1 89.6 ~45.8%
QEpphnufus 110% 420.0uy 135.2 ~67.8%
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Uunnpl wyniuwly 3-mud bpluyugynid t ugkbwp 2-h uhdnijughwgh wpyntpnid
wwnugyud tubipquubuwynnnipjut wnnlnuuyht wndtpl wnwownlynn
Supunuwpuybnwljut donkh jhpwedwdp, npp wnnwgyl) |k ugkwp 2-h uhdniyjjughwgh
wprniupnid.

Unjniuwl) 3. Eukpghuwyh uvyundwt wdthnihhs gniguithoubpp

Swpnwpuwybnwhwh | Cunhwinip Uljnhyg Eubkpquijubunnmpini
unnky Fubpghwih | hwugnygutph (%)
uyuemy | dhoht putiuly (%)
()

Pnunuhh Unnwwnhly 28.5 100% 0%

Unnlg
Unwgunljny 16.6 752.3% ~41.8%
“huwupl Unply

Unpnuuwl] 4-nud  ubpuyugyué tu ugbkbwp 3-h  uhuniyjughuyh  wpnniipnud

wnwugus thwpkputph Ynpuinh wnlnuughtt gnigwmuhpubpt ninhn b hhpphnuyht
hwnnpyuljupgtph ogurnugnpsdwdp.

Unniuwl) 4. Qupkpibph Ynpunh nnlnuuyht gniguthpbpp

8uligh Jugwidwl | Myhy Yuy wdwh htw | Zhpphnuyht uUnnk] | YUnpuwh
wunhduh (UDP) (UDP— MQTT) juqkgnmu
8wbn 2.1% 0.05% 2.05%
Uhhtu 8.4% 0.3% 8.1%
Pupdp 26.4% 1.2% 25.2%

Bqpujugmpjuin dky wdthnthyws bt phgnud wpsbwupdjws qunuthwpubpp b
unugusd wpnyniupubpp: Guyhuny dpuljduws {wpunwpuybnnipmiip bquqbgund
hwwywnnudutpp dhtgh 67.8% hwdwlwpgh ghppbntdwsénipjut wuydwhubpnwd, huly
hhpphnuyhtt hwnnppyulupgbpt nt phttwdhl) Wwuphgugnidt wywhnynd Eu nyuyubph
thnpiwbigdwtt  Ynpunh  wjugkgnid  dhish  25.2% gquugh pwpdp ugwinidubph
wuydwbbpnud b Eubpqupntugnnnipinis dhigh 41.2% wnwowplyny wwuhjugdwi b
wljinhjugudwt vkhwthquutph hpundwdp gujdwbwdnpgus:
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UTUSULLP ZhULUEUL UMSNERULRLET

Upuiljyty k hwoqunlukpp Juquultpydw puquuimjupnul
fupnuwpuybnwlui  Unnk], npp, b wwpphpnipmnit  gnnipit niukgng
JEunpnuwlwt junwjupnid nitkgnn dnpbjubph, wywhnynd t hwdwljupgh
Juynit gnpéniubnipnitip, tnybhul] wnwbdhtt hwndwsubph pwhwiunidubph
ntuwpnud: {2, 4, 5]

Unwowplyt] t dwnwhyjuywuwn dhewjuyph hwdwp swipwpbknijwénipjui
nhtwdhl hwjwuwpwlondwt dbkpnny: dhpohtiu, wpjw unwwnhl pwphudwt
wgnphpdutph hin hwdbdwnws, tkpgpuynd t wowdby phy swbpwupbntugws
hwbgnygbpp.  gpuingd  hull wwywhnykn]  hwdnqulumb  phunipuibkph
wpnnituybn oquriugnpsénidp: [1, 2, 5, 6]

Unwowplyly L Pphipp hwdwgwbgh obkpund  ghubpugdnn  wdjujukpp
wqpbqugdut b pghyh wdwyuwhtt dhowduyp wbnuwihnpdwt dkpnn, npp,
gninipinit nitikgnn dkpnnukph htn huwdbdwwnws wyuhnynid £ nkuniputitpnh
ntwynnnipinitp b nyujubph Ynpunh tjugtgnidnp: [2, 3]
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NALTAKYAN NAREK LEVON

DEVELOPMENT OF METHODS AND MEANS FOR ORGANIZING A FOG
COMPUTING ENVIRONMENT

RESUME

Currently, smart devices are becoming an integral part of our daily lives. According to the
"IoT Analytics" research firm, the number of Internet of Things (IoT) devices is projected to
exceed 39 billion by 2030. These devices generate massive streams of data that must be processed
in close proximity to the devices themselves. Traditional cloud systems often fail to provide the
necessary latency and speed. As a solution, "Fog Computing" is proposed, which enables data
processing near the IoT devices, ensuring rapid response times.

Currently, widely used classical architectural models primarily consist of device-fog-cloud
layers. In such cases, management is often performed from a single central node; the failure of
this node can halt the entire system's operation.

Some research papers note the necessity of cooperation between different groups of devices
forming the fog environment; however, clear mechanisms for their implementation are lacking.
Many systems use static workload distribution methods that are unable to adapt to changing
environments.

Furthermore, separate works consider each service node as having fixed and unchanging
boundaries. This approach creates issues related to changes in device density, resulting in
increased load in some areas and decreased load in others, which prevents efficient workload
distribution and resource optimization.

Thus, the development of methods and tools for organizing a fog computing environment
is relevant both for solving problems of scientific interest and for designing systems that require
decentralized and dynamic management for practical applications.

Aim of the Work. The objective of this work is the development of methods and tools for
organizing calculations in a fog environment. During the research, the following main tasks were
addressed:

e To develop a model for the fog computing environment that is resistant to failures and
ensures continuous operation, even in the event of individual node or segment
malfunctions.

e To develop a method for dynamic workload management in the fog computing
environment to ensure efficient use and redistribution of computing resources.

e To develop a method for transferring data from IoT devices to the cloud environment
to reduce data loss and ensure resource savings.

Practical Significance of the Work The developed solutions are applicable in Smart City,
industrial, and healthcare infrastructures. The mechanism for adaptive activation and
deactivation of nodes significantly reduces energy consumption, providing up to 41.8% savings
and economic efficiency. The developed four-layer architecture and hybrid protocols ensure a
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substantial reduction in data loss compared to direct cloud connections and provide scalability for

tens of thousands of devices.

Implementation of Results Based on the scientific results obtained, the following were

developed and implemented:

"DataArt.AM" LLC: Inter-cluster resource exchange methods for fog environments,
enabling efficient exchange of computational resources in high-load systems, resulting
in optimized capacity and reduced delays.

"Datalabz" LLC: A system for monitoring the status and load balancing of fog computing
nodes, enabling seamless collection of information from sensors in IoT infrastructures
for efficient local data processing.

The main results.

A multi-level architectural model for organizing calculations has been developed
which, unlike existing centralized management models, ensures stable operation even
in the event of partial failures. [2, 4, 5]

A dynamic load balancing method for fog environments has been proposed. Compared
to existing static distribution algorithms, this method engages the least loaded nodes,
thereby ensuring the efficient use of computing resources. [1, 2, 5, 6]

A method for aggregating data generated at the Internet of Things (IoT) layer and
transferring it to the cloud environment has been proposed, which, compared to
existing methods, ensures resource savings and a reduction in data loss. [2, 3]
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HAJITAKAH HAPEK JJEBOHOB1Y

PA3PABOTKA METOJIOB Y CPEJICTB OPTAHU3AITUU TYMAHHOM
BBIYUCTIUTEJILHOM CPEJIBI

PE3IOME

B mHacrosmee BpemMa yMHBIe YCTPOMCTBa CTaHOBATCA HeOTHeMJIEMOH 4YacCThIO Halei
IIoBcefHeBHOI xxu3HU. [To maHHBIM aHaMUTHYecKOH KoMmanuu «[oT Analytics», mporsosupyercs,
uTo k 2030 rozy xonuuecTBo ycrpoiicts nnTepHera Bemeii (IoT) mpessicutr 39 Munapzos. Ot
yCTpOMCTBA TeHepHpYIOT OTPOMHEIe IOTOKM JAHHEIX, KOTOPEIE IOLKHBEI OOPaGaThIBATHCA B
HeTIOCPeICTBEHHO 6IM30CTH OT caMUX ycTpoiicTs. TpaguloHHbIe 06 TaYHbIe CHCTEMBI JaCcTo He
MOTYT 06GecIednTh HeOOXOAUMYIO CKOPOCTh 06paboTKM ¥ MUHUMAIBHYIO 3aep>KKy. B KauecTse
pellieHus IIpeJjaraloTca «TyMaHHble BbruucieHusa» (Fog Computing), xoropble II0O3BOJAIOT
o6pabarsiBaTh ZaHHbIe BOMu3H [oT-ycTpoiicTs, obecrednBas GBICTPOE BpeMs OTKIMKA.

B macTosmee BpeMa IIMPOKO PacIpOCTpaHEHHbIE KJIACCHYECKHe apXUTEeKTYPHbIe MOZEeIH B
OCHOBHOM COCTOAT U3 YPOBHEH «yCTPOMCTBO — TyMaH — 06JaKO0». B TaKuX ciry4asx ympapieHue
YaCTO OCYWIECTBIAETCA U3 €NMHOTO II€HTPAIBHOTO Y373, C60H KOTOPOTO MOXET IPUBECTH K
OCTaHOBKe paboThI Bcel CHCTEMBL.

B psaze umcciemoBaTenbCKUX paboT OTMedaeTCs HEOOXOLMMOCTh B3aMMOZEHCTBUA MEXIY
Pa3IMYHBIME TPYNIIAMK YCTPOMCTB, COCTABAIONMX TYMAaHHYIO Cpefy, OJHAKO YeTKHue
MeXaHU3MbI UX PeaJM3alUU OTCYTCTBYIOT. MHOrMe cuCTeMBI HCIOIB3YIOT CTATHYECKHe METO/bI
pacrpezenenus paGodell HarpysKd, KOTOpbIe He CIIOCOOHBI aJalTHpPOBAThCA K MEHSIOLIEHCS
cpeze.

Kpowme Toro, B OTHeIBEHBIX PabOTaX CUUTAETCA, YTO KaXK/ABIH OOCTY>KUBAIOIUI y3eI MMeeT
4YeTKHMe M HeM3MEHHbIe I'PaHHUIBI. DTOT IIOAXOJ CO3/aeT IIPOGJIeMbl, CBA3aHHEIE C M3MEeHeHUeM
IJIOTHOCTH YCTPOICTB, B pe3yJIbTaTe Yero B OLHUX CeTMeHTaX HaGII0ZaeTcs pocT HATPysKH, a B
IpyTux — e€ CHW)KeHMe, YTO NPeIATCTBYeT 5(QQEeKTHUBHOMY pacIpezieeHHIO 334 U
ONTHUMHU3AIIMH PECYPCOB.

Takum o6pasoM, paspaboTKa METOZOB U CPEJCTB OPTaHM3ALUHN Cpembl TYyMaHHBIX
BBRIYMCJICHUH ABJIAETCA AKTYaJbHOM KaK /A pelleHMd 33jad, IPeICTABJLIIONINX HAyJHBIH
VUHTepeC, TaK M JUId IPOEKTHPOBAHMA CHCTEM, TpPeOGYyIOIUX [IeleHTPATM30BAHHOTO MU

AVMHAMHWYECKOTO yIIpaBIeHMA B IIPUKIaJHBIX IEIIX.

Ilesns pa6otsr. Llenbio faHHOM paGoOTHL ABISETCA PaspaboTKa METOZOB U CPEACTB OpPraHU3ALUU
BBIYMCJIEHUN B TYMaHHOII cpefie. B xoze mccirefoBaHus GBLIN IIOCTAaBIEHBI U PELIEHEI CIeLyOIie
OCHOBHBI€ 33]a9N:
e  Pazpa6oTars MOZenb CpeAbl TYMAaHHBIX BBIYMCIEHUH, YCTOHYMBYIO K COOAM W
06eCIeqnBaloNlyi0 HEIPEPhIBHYIO pabOTy CHCTEMBI JaKe B YCIOBHSIX HEHCIIPABHOCTH

OTZEJbHBIX Y3JIOB UM CETMEHTOB.

15



Paspa6GoTaTs MeTon IUHAMHYECKOTO YIpaBleHHs pabodeil Harpyskoi B cpege
TYMaHHBIX BBIYUCIEHUH [y obecredeHus 5(GEKTUBHOIO HCIIOIB30BAHUSL U
Tepepacipeie/ieHus BBIYUCIUTETbHBIX PECYPCOB.

PaspaGoraTs Meron mepejsaum gaHHBIX OT loT-ycrTpoiicTB B 00jauHyIO Cpezy,

TIO3BOJISIONIUY CHUZUTH II0Te€pU JAHHBIX U 06€eCIeYnuTh SKOHOMUIO pecypcos.

IpaxTrveckas 3HAYMMOCTB paGoTHL. PaspaGoTanHble pelreHNs MPUMEHUMBI B HHOPACTPYKTypax

«YMHOTO I'OpoJa», IIPOMBINTJIEHHOCTH U 3IpPaBOOXPAHEHM . Mexanusm aIANTUBHOMN aKTUBAIUU U

A€aKTHBAIUK Y3JIOB 3HAYHUTE/IbHO CHHUXXAET 3HepI‘0HOTpe6JIeHI/IE, obecreuynBas dKOHOMUIO pi(e]

41,8% n sxoHoMHYecKy:0 5GbdeKTUBHOCTh. PazpaGoTaHHAasA 4YeTBIpEXCIOMHAA apXUTEKTypa H

I‘I/I6PI/I,ZLHI)IE IIPOTOKOJIBI o6ecrneynBaoT CylIeCTBEHHOE CHIDKEHME IIOTEPH JaHHBIX 110 CPABHEHHIO

C IPpAMBIM 00IaYHBIM CoeguHEHNEM U o006ecreynBaT MaCH.ITa6I/IPy€MOCTI: A 0eCATKOB TBICAY

YCTPOKCTB.

Bueppernue pesynsratoB. Ha ocHOBe IOTy4eHHBIX HayYHBIX Pe3yIbTaTOB GBUIN Pa3pabOTaHBL U

BHEIPEHBI:

B OO0 «JlaTaApr.AM»: MeToAbl MeXKJIaCTEPHOTO OOMeHa pecypcaMy B TyMaHHBIX
cpenax, mospossomye 3GdeKTUBHO 06MeHHMBATHCA BBEIUMCIUTEIBHBIME PECYpPCaMU B
BBICOKOHATrPy>K€HHBIX CHUCTEMaX, 4YTO IIPUBEJIO K OITHMH3AIMH MOIJHOCTeH u
COKpalIeHHIO 3a/IepKeK.

B OO0 «Jlarama6s»: CucreMa MOHHUTOPHHIA COCTOSHUS M GaJaHCHPOBKH HAarpys3Ku
Y3JIOB TYMaHHBIX BBIYHCJIEHUH, obecreynBaomas GecriepeGoitHbIi c6op HHGOpMALuu
¢ naTunkoB B uHppacTpykrypax [oT g1 adbbeKTUBHOI T0KaNTbHOM 06paGOTKY ZaHHBIX.

OcHOBHEIe pe3yIbTaTHL.

PaspaGoTaHa MHOTOypOBHEBas apXWUTEKTypHas MOZENIb OpPraHU3al[UU BBIYHMCIIEHUI,
KOTOpast, B OT/INYHE OT CYLIeCTBYIOIUX MOZeell C IeHTPaIM30BAHHBIM yIIpaBIeHUeM,
obecriednBaeT CTaGIIBHYIO pabOTy CHCTEMSI JaKe [IPYU YaCTUIHBIX cO0sx. [2, 4, 5]
TIpennoxeH MeTon JUHAMHUYECKON GaJaHCHPOBKU HATPY3KU AJIA TYMaHHBIX cpeZ. ITo
CPaBHEHHUIO C CYILIECTBYIOMMMY aJTOPUTMAMH CTaTUIEeCKOTO pacIipefie/leHNs, JaHHbIH
MeToZ 3aZfeiiCTByeT HauMeHee HAarpy)KeHHBIE Y3JBI, OOeCIleuuBas TeM CaMBIM
abdeKTUBHOE UCIIOIB30BaHUE BRIYUCIUTENBHBIX pecypcoB. [1, 2, 5, 6]

IIpepnoxeH MeTOA arperaliyl JaHHBIX, TeHEPHUPYeMbIX Ha YPOBHE MHTEDHeTa Bellei
(IoT), u ux nepepayuu B 06;Ia4YHYIO CpeZy, KOTOPEII IT0 CPABHEHUIO C CYLIeCTBYIOMMU

MeToZaMu obecedynBaeT SKOHOMHIO PECYPCOB U CHI)KEHUE ITOTeph TaHHBIX. [2, 3]
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